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USER STORY : DAILY HEALTH CHECK 

As a platform administrator, I would like to have a 

dashboard or a list of steps to be performed in QLEAN 

App in order to perform a quick health check of the 

system during daily routines 
 

Task 1. Review Managed Hosts metrics 

OBJECTIVES 

Identify deployment problems, performance issues, data loss risks 

WHERE TO FIND 

QRadar UI Managed Hosts 

Excel report DPT Hosts 

 

ITEMS TO CHECK 

 Host status 

 CPU load 

 /store partition utilization 

 Disk space alerts 
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Task 2. Review System Notifications 
OBJECTIVES 

Explore alerts automatically generated by the system 

WHERE TO FIND 

QRadar UI Last Warnings and Errors from System Notifications 

Excel report DPT Health: Last Warnings and Errors from System Notifications 

 

ITEMS TO CHECK: 

 Performance degradation 

 Rule parsing issues 

 Misconfiguration 

 Etc. 
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Task 3. Review Data Integrity 
OBJECTIVES 

Make sure the collected data is intact 

WHERE TO FIND 

QRadar UI Misc Health: Integrity of Events/Flows for recent 24h 

Excel report DPT Health: Integrity of Events/Flows for recent 24h 

 

ITEMS TO CHECK: 

 Failed or corrupted hashes 

Task 4. Review Backup status 
OBJECTIVES 

Inspect automatic backups state 

WHERE TO FIND 

QRadar UI Misc Health: Recent Backups 

Excel report DPT Health: Recent Backups 

 

ITEMS TO CHECK: 

 Failed backups 
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Task 5. Review EPS Anomalies 

OBJECTIVES 

Examine what is causing EPS spikes and events being dropped or sent directly to storage 

WHERE TO FIND 

QRadar UI EPS Anomalies 

Excel report ENV EPS ALERTS 

 

ITEMS TO CHECK: 

 EPS spikes 

 Event drops 

 Involved Log Sources 

 Top frequent events 
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Task 6. Review EPS consumption 

OBJECTIVES 

Verify EPS/FPM license utilization across the deployment, reconsider license allocation 

WHERE TO FIND 

QRadar UI EPS/FPM per Managed Host 

Excel report ENV EPS 
 

 

ITEMS TO CHECK: 

 Average EPS per host 

 Average FPM per host 

 License utilization 
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Task 7. Review Raw EPS/FPM charts 

OBJECTIVES 

Visualize EPS/FPM load throughout the day and detect anomalies 

WHERE TO FIND 

QRadar UI Raw Inbound EPS / Raw Inbound FPM 

Excel report ENV Raw EPS / ENV Raw FPM 

 

ITEMS TO CHECK: 

 EPS spikes and gaps over time 
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Task 8. Review Top Offenses 

OBJECTIVES 

Explore correlation trends, find possible False Positives 

WHERE TO FIND 

QRadar UI Top Unique Offenses 

Excel report CRL Offenses: Top 10 Unique Offenses 

 

ITEMS TO CHECK: 

 Top offenses indicate False Positives or recent incidents 
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Task 9. Review Offense sources 

OBJECTIVES 

Identify & fix rules configuration flaws 

WHERE TO FIND 

QRadar UI Offense Analysis 

Excel report CRL Offenses: Offense Analysis 

 

ITEMS TO CHECK: 

 Top noisy rules 

 Rules logic 

 Offense indices 

 Number of events/flows 
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USER STORY : LOG SOURCES 

As a platform administrator, I would like to have a 

dashboard or a list of steps to be performed in QLEAN 

App in order to perform log source collections 

checkups 
 

Task 1. Review EPS Anomalies 

OBJECTIVES 

Examine what is causing EPS spikes and events being dropped or sent directly to storage 

WHERE TO FIND 

QRadar UI EPS Anomalies 

Excel report ENV EPS ALERTS 

 

ITEMS TO CHECK: 

 EPS spikes 

 Event drops 

 Involved Log Sources 

 Top frequent events 
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Task 2. Review Log Source list 

OBJECTIVES 

Monitor overall Log Sources health & configuration problems 

WHERE TO FIND 

QRadar UI Log Sources 

Excel report ENV Log Sources: All log sources 

 

ITEMS TO CHECK: 

 Activity status 

 Peak EPS 

 Configuration errors 

 Last event time 
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Task 3. Review Log Source actions 

OBJECTIVES 

Explore recent Log Sources modifications, find responsible personnel 

WHERE TO FIND 

QRadar UI Misc Log Source Stats 

Excel report ENV Log Sources: Last Inactive/Added/Disabled/Deleted/Modified log 

sources 

 

ITEMS TO CHECK: 

 Newly added Log Sources 

 Source deleted by mistake 

 Harmful modifications 

 Protocol errors 
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Task 4. Review SIM generic logs 

OBJECTIVES 

Find neglected data source, misconfigured syslog forwarders, message with excessive 

length 

WHERE TO FIND 

QRadar UI Data Quality: Unknown and Stored: SIM Generic Log DSM 

Excel report ENV DQ Unknown: SIM Generic Log DSM 

 

ITEMS TO CHECK: 

 Noisy IPs with no Log Source assigned 
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USER STORY : PARSERS & RULES 

As a platform administrator, I would like to have a 

dashboard or a list of steps to be performed in QLEAN 

App in order to perform check of the Parsers per Log 

Source type coverage, Regex issues, expensive rules 

and building blocks 
 

Task 1. Review Data Quality per DSM 

OBJECTIVES 

Identify potential audit misconfiguration, improperly assigned DSMs, unsupported software 

versions, redundant filtering, etc 

WHERE TO FIND 

QRadar UI Data Quality by Device Type 

Excel report ENV DQ Device Type 
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ITEMS TO CHECK: 

 Missing categories 

 Low Coverage % combined with high Event Count 

 Low Coverage & for high Severity categories 

 Massive events in Unknown & Stored categories  

 Massive events in generic categories (Information, Debug, 

Messages, etc.) 

 DSMs with a few (1..3) event categories (low Category 

coverage %) 
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Task 2. Review Data Quality per Log Source 

OBJECTIVES 

Identify audit misconfiguration, unnecessary sources, audit baseline deviations 

WHERE TO FIND 

QRadar UI Data Quality by Log Source 

Excel report ENV DQ Log Source 

 

ITEMS TO CHECK: 

 Single Event Type Seen combined with large Event Count: 

audit or parsing issues 

 Log Sources with behavior significantly different from others of 

the same type: doesn’t follow audit baselines 

 Single Event Type Seen combined with low Severity: 

candidates for removal 
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Task 3. Review Unknown events 
OBJECTIVES 

Analyze log source misconfiguration and improperly assigned DSMs 

WHERE TO FIND 

QRadar UI Data Quality Unknown and Stored: Unknown and Stored Events 

Excel report ENV DQ Unknown 

 

ITEMS TO CHECK: 

 Total = Unknown count (Unknowns 100%): wrong DSM, 

unsupported format, etc. 

 All others: require DSM customization or source audit/format 

tuning 

 Large Total count: first candidates for tuning 
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Task 4. Review Rules Performance 

OBJECTIVES 

Identify slow and nonoptimal rules 

WHERE TO FIND 

QRadar UI Rules Performance 

Excel report CRL Rules: Rules Performance 

 

ITEMS TO CHECK: 

 Execution Time: tune conditions, remove plain text searches, 

etc. 

 Response Time: verify email settings, reference data size, 

custom actions, etc. 
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Task 5. Review Rule Actions and Responses 
OBJECTIVES 

Find improperly configured rules 

WHERE TO FIND 

QRadar UI Rule Actions and Responses 

Excel report CRL Rules (2) 

 

ITEMS TO CHECK: 

 Identify rules that: 

o affect Reference Data 

o affect Event flow (drop/forward) 

o don’t have a Response Limit 

o accumulate too many events 

o don’t generate alerts 

o etc. 
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Task 6. Review Disabled Custom Properties 

OBJECTIVES 

Explore automatically and manually disabled Custom Properties 

WHERE TO FIND 

QRadar UI Misc Fine Tuning: Disabled Custom Properties 

Excel report Fine Tuning: Disabled Custom Properties 

 

ITEMS TO CHECK: 

 Disabled items that may affect rules, searches and reports 

Task 7. Review Custom Properties performance 

OBJECTIVES 

Assess regular expressions performance that may affect event processing pipeline 

WHERE TO FIND 

QRadar UI Regex Relative Performance 

Excel report Performance: Regex Relative Performance 

 

ITEMS TO CHECK: 

 Large Relative performance gap value compared to others: 

requires regex optimization 


